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Manage Your Vendors
Every company uses vendors, and a significant 
percentage of data security incidents are 
vendor related. It is critical to understand who 
your vendors are and how they work with your 
company. Technical capability, reputation and 
financial solvency are important. However, there 
are other considerations:

•  Do you fully understand their information 
security practices? 

•  Do they have an incident response plan, and will 
they share it with you? 

•  Do you really understand what information is 
being provided to them and by whom? 

•  Are certain company contacts giving them too 
much information and not following “minimum 
necessary” principles? 

•  Are you ensuring that vendor contracts include 
key provisions such as confidentiality, limitation 
on usage and transfer of data to only specified 
purposes, and information disposal upon 
project completion (return or destroy)?

•  Are you signing HIPAA business associate 
agreements when you aren’t a business 
associate or covered entity under HIPAA? 

•  Are you agreeing or invoking laws that really do 
not apply to either contracting party?

•  Are you setting standards that may be 
reasonable on the date that the contract is 
signed, but are outdated soon after execution?

•  How are you auditing or monitoring your 
vendors? 

•  Are you employing self-questionnaires, or are 
third parties being engaged? 

The answers to these questions will vary from 
company to company depending on the type of 
vendor being engaged and for what purpose. The 
key is to focus on the individual relationship and 
ensure that you understand what data is being 
shared, how it is being secured and whether you 
will lose control when something goes wrong.

Prepare for Ransomware
Ransomware has quickly grown to be one of 
the most prevalent threats facing organizations 
today. And yet prior planning and preparation 
can greatly reduce its potential impact. Since 
ransomware primarily targets your data, the best 
defense is a full and complete backup. The use of 
off-site or air-gapped backups is critical because 
newer ransomware is specifically targeting those 
backup systems. Also consider incorporating 
ransomware scenarios into your incident response 
training to help identify potential deficiencies in 
your restoration procedures. Companies are 
also starting to realize that even with complete 
backups, the system downtime is a greater threat. 
Therefore, enterprising organizations are creating 
Bitcoin wallets in advance and pre-funding them 
to minimize potential downtime if critical data is 
impacted. For mission-critical systems and data, 
we have seen an increase in the use of “hot sites,” 
where redundant systems provide immediate 
coverage if a ransomware infection occurs. 

Purchase the Right Cyber 
Insurance Policy
Cyber insurance has become more than just a 
mechanism to offset the costs of breach response, 
regulatory investigations and litigation. It is critical 
to work with a knowledgeable insurance broker 
to find the policy right for your company. As you 
decide which insurance policy is right for you, 
consider the following: 

•  Is business interruption insurance appropriate 
for your business, and will it cover the types of 
losses that may be unique to your company or 
industry? 

•  Is the carrier established, and does it have a 
history of helping its insureds better manage 
large breaches? 

•  Does the carrier have risk management services 
that will help you better prepare the company 
and its employees? 

•  Which vendors are available or preapproved 
under the policy, and are those vendors you 
should work with? 

• Is voluntary notification covered by the policy? 

•  If a contractual agreement covers your need 
to notify, will the carrier cover that type of 
notification? 

•  Will the policy limits be sufficient to cover a 
catastrophic breach, or will they be exhausted 
and leave you bare in a third-party action? 

•  Is an excess policy something the company 
should consider?
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